(12) PATENT APPLICATION PUBLICATION
(19) INDIA
(22) Date of filing of Application :17/11/2023

(21) Application N0.202311078261 A

(43) Publication Date : 29/12/2023

(54) Title of the invention : DYNAMIC FIREWALL CONFIGURATION IN CLOUD NETWORKS USING REINFORCEMENT

LEARNING

:G06F0009455000, HO4L.0061501400,

(51) International HO4L0009320000, HO4L 0067550000,

classification

H04B0003540000
(86) International ‘NA
Application No ‘NA
Filing Date '
(87) International " NA

Publication No
(61) Patent of Addition

(71)Name of Applicant :

1)Noida Institute of Engineering and Technology

Address of Applicant :19, Institutional Area, Knowledge Park

Il, Greater Noida, Uttar Pradesh — 201306, India Greater Noida ---
Name of Applicant : NA
Address of Applicant : NA
(72)Name of Inventor :

1)Dr. Apoorva Joshi
Address of Applicant :MCA department, 19, Institutional Area,
Knowledge Park Il, Greater Noida, Uttar Pradesh — 201306, India
Greater Noida

2)Garima Jain
Address of Applicant :CSBS department, 19, Institutional Area,

to Application Number Hﬁ Knowledge Park Il, Greater Noida, Uttar Pradesh — 201306, India
Filing Date ' Greater Noida
(62) Divisional to ‘NA 3)Vivek Ranjan
Application Number :NA Address of Applicant :CS department, 19, Institutional Area,
Filing Date ' Knowledge Park I, Greater Noida, Uttar Pradesh — 201306, India
Greater Noida
4)Anamika Srivastava
Address of Applicant :CSE department, 19, Institutional Area,
Knowledge Park Il, Greater Noida, Uttar Pradesh — 201306, India
Greater Noida
(57) Abstract :

The present invention provides a dynamic firewall configuration in cloud networks using reinforcement learning. The system is
economical. Easy to operate and use. The system is time efficient. The processor includes a command line interface module, a
worldwide web module, an authentication value module, a filter storage module, and a virtual machine information release module.
The command line interface module is used for viewing the reference configuration of the dynamic address group, the authentication
module, the network access control list, and the security policy. The World Wide Web module is used for checking the configuration
of the dynamic address group, the authentication module, and the communication with the command line module. The authentication
value module is used for collecting management node information of the command line configuration cloud platform.
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